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1
DEVICE AND METHOD FOR PERFORMING
OPPORTUNISTIC SNIFFING

BACKGROUND

1. Field

The disclosure relates to a wireless communication device
and method, and specifically to performing opportunistic
sniffing in a wireless communication environment.

2. Related Art

In a wireless communication environment, wireless ser-
vice coverage is provided to users or subscribers by a plurality
of nodes, and each node provides a corresponding cell of
wireless service coverage. Particularly in small cells and
femto cells, it is generally important for their serving nodes to
perform sniffing of neighboring/nearby nodes in order to
perform calibration, handover processing, timing synchroni-
zation, and other functions. Sniffing can be on the same or
different Radio Access Technologies (GSM, 3G, LTE, etc.).

Conventionally, a serving femto/small cell seeking to sniff
neighboring cells would stop for a significant period of time
its transmission and/or reception service with its subscribers.
During this communication break, the small cell then per-
forms full sniffing, in which it acquires and processes all
needed data to perform its analysis.

BRIEF DESCRIPTION OF THE
DRAWINGS/FIGURES

Embodiments are described with reference to the accom-
panying drawings. In the drawings, like reference numbers
indicate identical or functionally similar elements. Addition-
ally, the left most digit(s) of a reference number identifies the
drawing in which the reference number first appears.

FIG. 1 illustrates an exemplary wireless communication
environment according to an exemplary embodiment;

FIG. 2 illustrates a block diagram of an exemplary cellular
node that may be employed within the wireless communica-
tion environment according to an exemplary embodiment;

FIG. 3A illustrates an exemplary timing chart for perform-
ing sniffing by the cellular node according to an exemplary
embodiment;

FIG. 3B illustrates an exemplary timing chart for perform-
ing sniffing by the cellular node according to an exemplary
embodiment;

FIG. 4 illustrates a flowchart diagram of an exemplary
method for performing opportunistic sniffing according to an
exemplary embodiment; and

FIG. 5 illustrates a block diagram of an exemplary general
purpose computer system.

DETAILED DESCRIPTION

The following Detailed Description refers to accompany-
ing drawings to illustrate exemplary embodiments consistent
with the disclosure. References in the Detailed Description to
“one exemplary embodiment,” “an exemplary embodiment,”
“an example exemplary embodiment,” etc., indicate that the
exemplary embodiment described may include a particular
feature, structure, or characteristic, but every exemplary
embodiment may not necessarily include the particular fea-
ture, structure, or characteristic. Moreover, such phrases are
not necessarily referring to the same exemplary embodiment.
Further, when a particular feature, structure, or characteristic
is described in connection with an exemplary embodiment, it
is within the knowledge of those skilled in the relevant art(s)
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to affect such feature, structure, or characteristic in connec-
tion with other exemplary embodiments whether or not
explicitly described.

The exemplary embodiments described herein are pro-
vided for illustrative purposes, and are not limiting. Other
exemplary embodiments are possible, and modifications may
be made to the exemplary embodiments within the spirit and
scope ofthe disclosure. Therefore, the Detailed Description is
not meant to be limiting.

Embodiments xray be implemented in hardware (e.g., cir-
cuits), firmware, software, or any combination thereof.
Embodiments may also be implemented as instructions
stored on a machine-readable medium, which may be read
and executed by one or more processors. A machine-readable
medium may include any mechanism for storing or transmit-
ting information in a form readable by a machine (e.g., a
computing device). For example, a machine-readable
medium may include read only memory (ROM); random
access memory (RAM); magnetic disk storage media; optical
storage media; flash memory devices; electrical, optical,
acoustical or other forms of propagated signals (e.g., carrier
waves, infrared signals, digital signals, etc.), and others. Fur-
ther, firmware, software, routines, instructions may be
described herein as performing certain actions. However, it
should be appreciated that such descriptions are merely for
convenience and that such actions in fact results from com-
puting devices, processors, controllers, or other devices
executing the firmware, software, routines, instructions, etc.
Further, any of the implementation variations may be carried
out by a general purpose computer, as described below.

For purposes of this discussion, the term “module” shall be
understood to include at least one of software, firmware, and
hardware (such as one or more circuit, microchip, processor,
or device, or any combination thereot), and any combination
thereof. In addition, it will be understood that each module
may include one, or more than one, component within an
actual device, and each component that forms a part of the
described module may function either cooperatively or inde-
pendently of any other component forming a part of the
module. Conversely, multiple modules described herein may
represent a single component within an actual device. Fur-
ther, components within amodule may be in a single device or
distributed among multiple devices in a wired or wireless
manner.

The following Detailed Description of the exemplary
embodiments will so fully reveal the general nature of the
disclosure that others can, by applying knowledge of those
skilled in relevant art(s), readily modify and/or adapt for
various applications such exemplary embodiments, without
undue experimentation, without departing from the spirit and
scope of the disclosure. Therefore, such adaptations and
modifications are intended to be within the meaning and
plurality of equivalents of the exemplary embodiments based
upon the teaching and guidance presented herein. It is to be
understood that the phraseology or terminology herein is for
the purpose of description and not of limitation, such that the
terminology or phraseology of the present specification is to
be interpreted by those skilled in relevant art(s) in light of the
teachings herein.

Those skilled in the relevant art(s) will recognize that this
description may be applicable to many various wireless sys-
tems, and should not be limited to small/femto cells.

An Exemplary Wireless Communication Environment

FIG. 1 illustrates an exemplary wireless communication
environment 100 according to an exemplary embodiment.
The wireless communication environment includes one or
more full base stations (120/130) and one or more small/
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femto base stations (110/150) (hereinafter commonly
referred to as “small” cell). Each base station provides wire-
less connectivity to a corresponding service cell or area. For
example, full base station 120 provides a service cell 125, full
base station 130 provides a service cell 135, and small base
stations 110 and 150 provide service cells 115 and 155,
respectively.

A subscriber device 140 within the environment 100 wire-
less connects to the network by communicating with a serving
cell. For example, as shown in FIG. 1, because of the location
of the subscriber device 140, it will be connected to the
network via the fall base station 120. However, as the sub-
scriber device moves south, it may perform a handover in
order to switch from the full base station 120 to the small cell
115. As the device 140 moves even further south, another
handover may occur from the small cell 110 to the small cell
150. In this manner, the device 140 can maintain connectivity
while moving in and out of various cellular coverage areas.

The base stations in the environment assist in determining
whether the device 140 should perform the handover by mea-
suring nearby cells. In order to perform this measuring, the
serving cell must “sniff” those neighboring cells. In other
words, the serving cell acquires wireless signals from the
neighboring cells. After enough data has been acquired, and
analysis takes place. From the analysis, the serving cell can
assist the device 140 in determining whether the initiate a
handover to the neighboring cell. Accordingly, sniffing can
include scanning a radio receiver over frequency to receive
known frequencies of various RATSs, and determining corre-
sponding signal amplitudes and other signal characteristics
that can be used to determine base-station or RAT availability.
Sniffing is important for calculating and refining other param-
eters as well, including timing, neighbor cell list, parameters
required for unique self-configuration, interference measure-
ment, limiting the transmission power, etc. In conventional
macro cells, sniffing is not supported while in existing small
cells and femto cells, and service to and/or from subscriber
devices must be completely interrupted for the full duration
necessary to acquire the needed information. This causes an
undesirable service interruption to those subscriber devices.
Therefore, an exemplary node is provided herein for perform-
ing sniffing, while minimizing service interruptions.

Exemplary Wireless Communication Node

FIG. 2 illustrates a block diagram of an exemplary cellular
node 200 that may be employed within the wireless commu-
nication environment 100 according to an exemplary embodi-
ment, and which may represent an exemplary embodiment of
a base station, as discussed above. The cellular node 200
includes a processing module 210, primary radio access tech-
nology module (RAT) 220, a sniffing module 230, a memory
module 240, and a scheduling module 250. The cellular node
200 also includes a front-end module 290 connected between
the primary RAT module 220 and one or more antennas 295.

The antennas 295 receive wireless signals from the wire-
less communication environment, which are front-end pro-
cessed by the front-end receiver (Rx) module 290R including,
for example, frequency down-conversion by one or more
mixers using a local oscillator, amplification by one or more
amplifiers, filtering by one or more filters, and analog-to-
digital conversion by an A/D converter. The front-end Rx
module 290R forwards the received signals to the primary
RAT module 220, and specifically to the Primary RAT Rx
module 220R, which can perform additional processing on
the received signal before forwarding the received signals to
the processing module 210. The processing module 210 per-
forms general processing on the received signals, such as
command execution, data retrieval, rerouting, etc.
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Either one of the Primary RAT Rx module 220R or the
processing module 210 may also include a Fast Folder Trans-
form (FFT) module to provide a representative frequency
spectrum analysis of the received wireless signals. Based on
the frequency spectrum, strong or weak signals and their
corresponding frequencies can be identified so as to provide a
starting point for the sniffing operation described herein. In
other words, the frequency scanning performed during the
sniffing operation can be focused, at least initially, on the
strong signals discovered by the FFT, so as to lessen the
scanning time for sniffing.

The cellular node 200 transmits signals in a corresponding
manner. Information generated by the processing module 210
is processed by the primary RAT module 220 (specifically,
the primary RAT Tx module 220T). The primary RAT module
220 forwards the outgoing signals to the front-end Tx module
290T via the scheduling module 250. The front-end Tx mod-
ule 290T performs front-end processing on the outgoing sig-
nals, and then transmits the processed signals to the wireless
communication environment 100 via the antennas 295. For
example, the Tx module 2907 can perform frequency upcon-
version by one or more mixers using a local oscillator, ampli-
fication by one or more amplifiers, filtering by one or more
filters, and digital-to-analog conversion by a D/A converter.

The scheduling module 250 may include a scheduler. The
scheduler can be an essential component in 3G and LTE. The
scheduler may determine which subscriber device is using a
particular time transmit interval (TTI), which is defined as 1
ms in ITE. The scheduler may also decide which subscriber
device is going to transmit on uplink, or determines to which
user the cellular node 200 will transmit on downlink, for each
TTI. In other words, the scheduler determines who will trans-
mit at which times. In the exemplary embodiment, the sched-
uling module 250 serves additional purposes. Specifically,
the scheduling module 250 facilitates opportunistic sniffing
by the sniffing module 230, as will be discussed in further
detail below.

In many RATs, and specifically in LTE, there are rarely
significant periods of idling time at the cellular node that will
allow the sniffing module 230 sufficient time for acquiring
and processing all the data needed to perform adequate analy-
sis. Therefore, the exemplary scheduling module 250 moni-
tors data traffic on the transmit and receive paths in order to
detect any temporary communication gaps that may occur. In
other words, the scheduling module 250 determines when the
transmit and/or receive paths of the cellular node are not
being occupied by communications. When a gap is detected,
the scheduling module 250 causes the sniffing module 230 to
perform a sniffing operation, or a portion of the sniffing
operation, during the gap.

Once notified of a gap by the scheduling module 250, the
sniffing module 230 causes one or both of the front-end Tx
module 290T and the front-end Rx module 290R to perform
sniffing of nearby base stations. In an embodiment, the front-
end Tx module 290T continues to transmit communication
data on the primary RAT (e.g., LTE), and sniffing is only
performed by the front-end Rx module 290R. In this same
embodiment, the scheduling module 250 need only detect
gaps in the receive path in order to determine the availability
of the front-end Rx module 290R.

As discussed above, an FFT may be performed on the
receive signals to focus the sniffing operation during the gap.
For example, strong signals discovered by the FFT analysis,
that are at or near known RAT frequencies, may be priority
candidates for sniffing. Therefore, the receiver components in
the receiver front-end module 290R can be first tuned to these
priority frequency candidates during the sniffing operation,
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before sniffing other frequencies. For example, the local
oscillator used for signal down-conversion can be tuned to
capture these priority frequency candidates. Likewise, vari-
ous filters and amplifiers in the receiver front-end module
290R can also be tuned based on the FFT analysis.

LTE permits two types of communication schemes. In a
full duplex configuration, data can be transmitted and
received in parallel. On the other hand, in time-division
duplex (TDD) some time periods are allocated for uplink and
some time periods are allocated for downlink. FIG. 3 illus-
trates exemplary timing charts for performing sniffing by the
cellular node 200 according to an exemplary embodiment.
Specifically, FIG. 3 A illustrates the sniffing operation timing
when performed in a full duplex configuration, whereas FI1G.
3Billustrates the sniffing operation timing when performed in
the TDD configuration.

As shown in FIG. 3A, in the full duplex configuration,
communication data is being transmitted 302 and received
304 at the same time for several time periods. In this scenario,
the scheduling module 250 monitors for gaps 306 in data
reception in order to perform the sniffing on the receive chain.
Once a gap 306 is detected in the receive path, the scheduling
module 250 notifies the sniffing module 230, which then
performs at least a portion of the sniffing operation during the
gap. As can be seen from FIG. 3A, the sniffing module 230
can perform the sniffing operation during the receive gap even
while communication data continues to be transmitted on the
transmit path.

As shown in FIG. 3B, in the TDD configuration, time slots
are allocated between the transmission and reception of com-
munication data. Therefore, in the example, the cellular node
200 transmits communication data during a first period 308
and receives communication data during a second period 310.
The scheduling module 250 in this example monitors for a
gap 312 in which communication data is neither being trans-
mitted nor received, such as for the period 312 immediately
following the second period 310 (first reception period). Dur-
ing the detected gap 312, the sniffing module 230 performs at
least a portion of the sniffing operation.

It should be noted that in the example of FIG. 3A, the
sniffing module 230 must perform its sniffing operation in a
different frequency from that on which communication data
is being transmitted by the cellular node 200. Specifically,
because there may be time periods during which sniffing is
occurring at the same time as data transmission, these opera-
tions must be performed on different frequencies to minimize
interference. In the example of F1IG. 3B, however, sniffing can
occur on the same frequency as either or both of the trans-
mission and reception because the TDD configuration only
allows one such operation to occur at any given time.

Whereas the primary RAT module 220 may be configured
only for operating within the primary RAT (e.g., LTE), the
sniffing module 230 may be configured to operate in many
RATSs, such as LTE, 3G, 2G, GSM, etc. Therefore, when the
sniffing is performed, the sniffing module 230 is capable of
scanning nearby base stations operating on various RATs. In
other words, the sniffing module 230 can receive various
frequencies used by nearby RATSs to determine the signal
characteristics of their corresponding basestations and there-
fore determine availability for handover, etc. For example, if
the signal strength is too low (i.e. below a threshold) for a
nearby basestation, then it may be not be a good candidate for
a subscriber handover from the present basestation that is
performing the sniffing operation.

If a given gap provides sufficient time duration to allow the
sniffing module 230 to acquire enough information to
adequately analyze nearby base stations, the sniffing module
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230 may acquire the desired data and forward it directly to the
processing module 210 for analysis. However, as discussed
above, there may be insufficient time during any given gap to
allow the sniffing module 230 to acquire all the necessary
information to adequately analyze the nearby base stations.
Therefore, the sniffing module 230 performs the sniffing
using a “blinking” process, described in detail below.

As previously discussed, because of the traffic typical of an
LTE system, gaps in communication are typically insufficient
for performing a full sniffing operation. Therefore, in the
exemplary cellular node 200, the sniffing module 230 can
utilize any available gap to performing blinking as part of a
larger overall sniffing operation. Specifically, blinking
involves the sniffing module 230 acquiring a portion of the
information needed for the sniffing operation during an avail-
able communication gap. During later gaps, additional por-
tions can be acquired. The sniffing module 230 stores each
portion in the memory module 240 until a sufficient amount
of data has been accumulated to permit accurate analysis of
the communication environment 100 and/or nearby base sta-
tions. Once there is sufficient information in the memory
module 240, the processing module 210 can access the accu-
mulated data in order to perform the sniffing analysis.
Accordingly, “blinking” refers to performing the sniffing
operation over snapshots of time, analogous to the blinking of
an eye.

By way of example, if 10 ms worth of information are
required for the sniffing operation, the sniffing module 230
may acquire 1 ms, 3 ms, 2 ms, 1 ms, 2 ms and 1 ms worth of
that information over different communication gaps. The
gaps may be consecutive or non-consecutive. After each
acquisition, the data is stored in the memory module 240 until
all 10 ms have been acquired. Once all 10 ms have been
acquired, the processing module 210 performs the sniffing
analysis.

By utilizing the blinking process, the sniffing module 230
is capable of performing sniffing even without any single
block of time sufficient to acquire all needed information. In
addition, communication can return to normal while the accu-
mulated sniffing data, which is stored in the memory module
240, is analyzed by the processing module 210.

Although the above embodiment described opportunistic
sniffing in which blinking is performed in available gaps, in
another embodiment, the scheduling module 250 can create
gaps for scheduling the sniffing module 230. This is particu-
larly useful when sniffing is needed more quickly than oppor-
tunistic scheduling can provide.

Exemplary Method for Performing Opportunistic Sniffing

FIG. 4 illustrates a flowchart diagram of an exemplary
method 400 for performing opportunistic sniffing according
to an exemplary embodiment. The method of FIG. 4 will now
be described with reference to FIG. 2.

In order to perform the sniffing operation, the scheduling
module 250 monitors the receive chain (410). During the
monitoring, the scheduling module 250 detects for a period of
inactivity (e.g., a gap) (420). If no gap is detected (420-N), a
determination is made as to whether sniffing is needed (430).
If no sniffing is needed, the scheduling module 250 continues
to monitor the receive chain (410). If sniffing is needed, the
scheduling module 250 proceeds to schedule an interrupt in
the receive chain for the purpose of scheduling sniffing. The
scheduler module 250 then schedules sniffing during the
scheduled gap (450).

Alternatively, if a gap is detected (420-Y), the scheduling
module 250 schedules a portion of the sniffing process to take
place during the gap (450). During the gap, the sniffing mod-
ule 230 performs at least a portion of the sniffing process. For



US 9,408,100 B2

7

example, the sniffing module 230 may acquire only a portion
of'the needed information during the gap. The acquired infor-
mation “chunk” is then stored memory (470), such as in the
memory module 240.

Once the gap has ended, and the information has been
stored in memory, a determination can be made as to whether
sufficient sniffing data has been acquired (480). For example,
as discussed above, a total amount of data needed for accurate
sniffing analysis may be acquired in chunks over several
different gaps. Therefore, a determination is made after each
chunk has been acquired as to whether the total needed data
has been acquired.

If it is determined that the total needed data has not been
acquired, the method repeats. Alternatively, if the total needed
data has been acquired and stored, then the processing mod-
ule 210 performs the sniffing analysis on the stored data
(490). Once the sniffing analysis has completed, the method
will typically repeat in order to perform future sniffing analy-
ses.

Exemplary Computer System Implementation

It will be apparent to persons skilled in the relevant art(s)
that various elements and features of the present disclosure,
as described herein, can be implemented in hardware using
analog and/or digital circuits, in software, through the execu-
tion of instructions by one or more general purpose or special-
purpose processors, or as a combination of hardware and
software.

The following description of a general purpose computer
system is provided for the sake of completeness. Embodi-
ments of the present disclosure can be implemented in hard-
ware, or as a combination of software and hardware. Conse-
quently, embodiments of the disclosure may be implemented
in the environment of a computer system or other processing
system. An example of such a computer system 500 is shown
in FIG. 5. One or more of the modules depicted in the previous
figures can be at least partially implemented on one or more
distinct computer systems 500.

Computer system 500 includes one or more processors,
such as processor 504. Processor 504 can be a special purpose
or a general purpose digital signal processor. Processor 504 is
connected to a communication infrastructure 502 (for
example, a bus or network). Various software implementa-
tions are described in terms of this exemplary computer sys-
tem. After reading this description, it will become apparent to
a person skilled in the relevant art(s) how to implement the
disclosure using other computer systems and/or computer
architectures.

Computer system 500 also includes a main memory 506,
preferably random access memory (RAM), and may also
include a secondary memory 508. Secondary memory 508
may include, for example, a hard disk drive 510 and/or a
removable storage drive 512, representing a floppy disk drive,
a magnetic tape drive, an optical disk drive, or the like.
Removable storage drive 512 reads from and/or writes to a
removable storage unit 516 in a well-known manner. Remov-
able storage unit 516 represents a floppy disk, magnetic tape,
optical disk, or the like, which is read by and written to by
removable storage drive 512. As will be appreciated by per-
sons skilled in the relevant art(s), removable storage unit 516
includes a computer usable storage medium having stored
therein computer software and/or data.

In alternative implementations, secondary memory 508
may include other similar means for allowing computer pro-
grams or other instructions to be loaded into computer system
500. Such means may include, for example, a removable
storage unit 518 and an interface 514. Examples of such
means may include a program cartridge and cartridge inter-

5

10

15

20

25

30

35

40

45

50

55

60

65

8
face (such as that found in video game devices), a removable
memory chip (such as an EPROM, or PROM) and associated
socket, a thumb drive and USB port, and other removable
storage units 518 and interfaces 514 which allow software
and data to be transferred from removable storage unit 518 to
computer system 500.

Computer system 500 may also include a communications
interface 520. Communications interface 520 allows software
and data to be transferred between computer system 500 and
external devices. Examples of communications interface 520
may include a modem, a network interface (such as an Eth-
ernet card), acommunications port, a PCMCIA slot and card,
etc. Software and data transferred via communications inter-
face 520 are in the form of signals which may be electronic,
electromagnetic, optical, or other signals capable of being
received by communications interface 520. These signals are
provided to communications interface 520 via a communica-
tions path 522. Communications path 522 carries signals and
may be implemented using wire or cable, fiber optics, a phone
line, a cellular phone link, an RF link and other communica-
tions channels.

As used herein, the terms “computer program medium”
and “computer readable medium” are used to generally refer
to tangible storage media such as removable storage units 516
and 518 or a hard disk installed in hard disk drive 510. These
computer program products are means for providing software
to computer system 500.

Computer programs (also called computer control logic)
are stored in main memory 506 and/or secondary memory
508. Computer programs may also be received via commu-
nications interface 520. Such computer programs, when
executed, enable the computer system 500 to implement the
present disclosure as discussed herein. In particular, the com-
puter programs, when executed, enable processor 504 to
implement the processes of the present disclosure, such as
any of the methods described herein. Accordingly, such com-
puter programs represent controllers of the computer system
500. Where the disclosure is implemented using software, the
software may be stored in a computer program product and
loaded into computer system 500 using removable storage
drive 512, interface 514, or communications interface 520.

In another embodiment, features of the disclosure are
implemented primarily in hardware using, for example, hard-
ware components such as application-specific integrated cir-
cuits (ASICs) and gate arrays. Implementation of a hardware
state machine so as to perform the functions described herein
will also be apparent to persons skilled in the relevant art(s).

CONCLUSION

Itis to be appreciated that the Detailed Description section,
and not the Abstract section, is intended to be used to interpret
the claims. The Abstract section may set forth one or more,
but not all exemplary embodiments, and thus, is not intended
to limit the disclosure and the appended claims in any way.

The disclosure has been described above with the aid of
functional building blocks illustrating the implementation of
specified functions and relationships thereof. The boundaries
of these functional building blocks have been arbitrarily
defined herein for the convenience of the description. Alter-
nate boundaries may be defined so long as the specified func-
tions and relationships thereof are appropriately performed.

It will be apparent to those skilled in the relevant art(s) that
various changes in form and detail can be made therein with-
out departing from the spirit and scope of the disclosure.
Further, the invention should not be limited by any of the
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above-described exemplary embodiments, but should be
defined only in accordance with the following claims and
their equivalents.

What is claimed is:

1. A wireless communication device, comprising:

aprimary radio access technology (RAT) module having a

transmit portion and a receive portion, the transmit por-
tion configured to transmit communication data to a
wireless communication environment on a transmit
chain, and the receive portion configured to receive com-
munication data from the wireless communication envi-
ronment on a receive chain;

ascheduling module configured to monitor data traffic in at

least one of the transmit chain or the receive chain and
detect a plurality of gaps in the data traffic; and

a sniffing module configured to opportunistically acquire

portions of a preferred amount of sniffed data during
corresponding ones of the plurality of gaps in the data
traffic,

wherein the plurality of gaps in the data traffic are not

prescheduled with the wireless communications device
in advance of being detected by the scheduling module.

2. The wireless communication device of claim 1, wherein
the plurality of gaps in the data traffic are each smaller in
duration than a total time required for obtaining the preferred
amount of sniffed data,

wherein a portion of the sniffed data is less than the pre-

ferred amount of sniffed data, and

wherein the portion of the sniffed data is acquired during

one of the plurality of gaps in the data traffic.

3. The wireless communication device of claim 2, further
comprising a memory that stores the portion of sniffed data.

4. The wireless communication device of claim 3, wherein
the portion of sniffed data is stored in the memory together
with a plurality of previously acquired sniffed data portions
that were acquired by the sniffing module during previous
gaps in the data traffic.

5. The wireless communication device of claim 4, further
comprising a processing module configured to combine the
stored portion of the sniffed data with the plurality of previ-
ously acquired sniffed data portions that are stored in the
memory, and to perform a sniffing analysis on the combined
sniffed data.

6. The wireless communication device of claim 5, wherein
the processing module is configured to perform the combina-
tion and sniffing analysis only after determining that an
amount of the sniffed data stored in the memory is greater
than or equal to the preferred amount of sniffed data.

7. The wireless communication device of claim 1, wherein
the scheduling module is configured to detect the plurality of
gaps in the data traffic only in the receive communication
data, and

wherein the sniffing module is configured to acquire a first

portion of the sniffed data only on the receive chain
during one of the plurality of gaps.

8. The wireless communication device of claim 1, wherein
the scheduling module is configured to detect the plurality of
gaps in the data traffic in both the received communication
data and the transmitted communication data, and

wherein the sniffing module is configured to acquire a first

portion of the sniffed data during a time period in which
gaps in the data traffic exist on both the receive chain and
the transmit chain simultaneously.

9. The wireless communication device of claim 1, further
comprising a memory that stores each of the portions of
sniffed data; and
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a processing module configured to:

determine whether the sniffed data stored in the memory
is greater than or equal to the preferred amount of
sniffed data; and

after the processing module determines that the sniffed
data stored in the memory module is greater than or
equal to the preferred amount of sniffed data, combine
the stored plurality of the portions of sniffed data, and
perform a data analysis on the combined sniffed data.

10. A wireless communication device, comprising:

a transmit chain configured to process and transmit outgo-
ing data signals;

a receive chain configured to receive and process incoming
data signals;

a scheduling module configured to monitor data traffic in at
least one of the transmit chain or the receive chain and
detect a plurality of gaps in the data traffic; and

a sniffing module configured to acquire a preferred amount
of sniffed data by acquiring a plurality of portions of
sniffed data during the plurality of the gaps in the data
traffic,

wherein the plurality of gaps in the data traffic are not
prescheduled with the wireless communication device
in advance of being detected by the scheduling module.

11. The wireless communication device of claim 10,
wherein the scheduling module is configured to monitor only
the receive chain, and

wherein the plurality of gaps in the data traffic are moni-
tored only in the receive chain.

12. The wireless communication device of claim 10,
wherein the scheduling module is configured to monitor both
the receive chain and the transmit chain, and

wherein the plurality of gaps in the data traffic are moni-
tored in both the receive chain and the transmit chain.

13. The wireless communication device of claim 10, fur-
ther comprising a memory module,

wherein the sniffing module is configured to store each of
the plurality of the portions of sniffed data in the
memory module.

14. The wireless communication device of claim 10,
wherein the sniffing module is configured to notify the sched-
uling module during a period not having a gap that sniffing is
needed, and

wherein the scheduling module is configured to schedule
an interrupt in at least one of the transmit chain and the
receive chain for allowing the sniffing module to acquire
at least one of the plurality of portions of sniffed data
during the scheduled interrupt.

15. A wireless communication device, comprising:

a memory module;

a transmit chain configured to process and transmit outgo-
ing data signals;

a receive chain configured to receive and process incoming
data signals;

a scheduling module configured to monitor at least one of
the transmit chain and the receive chain for a plurality of
gaps in the data signal;

a sniffing module configured to acquire a preferred amount
of sniffed data by acquiring a plurality of portions of
sniffed data over the plurality of the gaps, and store each
of the plurality of the portions of sniffed data in the
memory module; and

a processing module configured to determine whether the
sniffed data stored in the memory module is greater than
or equal to the preferred amount of sniffed data,

wherein, after the processing module determines that the
sniffed data stored in the memory module is greater than
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or equal to the preferred amount of sniffed data, the
processing module is configured to combine the stored
plurality of the portions of sniffed data, and to perform a
data analysis on the combined sniffed data.

16. A method of sniffing a wireless communication envi-
ronment by a wireless communication device, the method
comprising:

monitoring data traffic in at least one of a receive chain or

a transmit chain to detect a plurality of gaps in the data
traffic;

acquiring portions of a preferred amount of sniffed data

during the plurality of gaps in the data traffic; and
storing the portions of the preferred amount of sniffed data
in a memory,

wherein the plurality of gaps in the data traffic are not

prescheduled with the wireless communication device
in advance of being detected.

17. The method of claim 16, further comprising:

scheduling an interrupt in the at least one of the receive

chain and the transmit chain when no gap is detected,
and

acquiring one of the portions of the preferred amount of

sniffed data during the interrupt.

18. The method of claim 16, wherein the monitoring moni-
tors only the receive chain, and

wherein the acquiring is performed on the receive chain.
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19. The method of claim 16, wherein the monitoring moni-
tors both the receive chain and the transmit chain, and

wherein the acquiring is performed only during periods in

which both the receive chain and the transmit chain have
gaps in their respective data traffic.

20. The method of claim 17, further comprising determin-
ing whether sniffing is needed,

wherein the interrupt is only scheduled after determining

that sniffing is needed.

21. A method of sniffing a wireless communication envi-
ronment by a wireless communication device, the method
comprising:

monitoring data traffic in at least one of a receive chain and

a transmit chain for gaps in the data traffic;

acquiring portions of a preferred amount of sniffed data

during a plurality of the gaps;

storing the portions of the preferred amount of sniffed data

in a memory,

determining, after each portion has been stored in memory,

whether a total amount of stored sniffed data equals or
exceeds the preferred amount of sniffed data;

after determining that the total amount of stored sniffed

data equals or exceeds the preferred amount of sniffed
data, combining the stored portions of sniffed data; and
analyzing the combined sniffed data.
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